Course Title: Network Systems Dual Credit   
Course Description: Students will acquire knowledge of the layers of the OSI model, features and functions of network components. They will also obtain the skills to install, configure, and troubleshoot basic networking hardware peripherals and protocols.

	Source
	
	Comments 

	
	A. Demonstrate knowledge of network technology terms and concepts 
	

	ITC10.04.02
	Describe the function of common networking protocols
	

	ITC10.05.01
	Identify commonly used TCP and UDP default ports
	

	
	Identify address formats, technologies, and schemes
	

	ITC10.05.01
	Describe the purpose and properties of routing
	

	
	Compare link state, distance vector, and hybrid routing protocols
	

	
	Compare static vs. dynamic routing
	

	
	Describe convergence (steady state)
	

	ITC10.04.02
	Compare the characteristics of wireless communication standards
	

	
	Differentiate 802.11 standards
	

	
	Describe wireless authentication and encryption
	

	
	B. Identify network media and topologies
	

	ITPA01.03.05
	Identify common cable types, their connector types and properties
	

	
	Categorize cable types and properties
	

	
	Identify common connector types
	

	ITPA01.03.02
	Identify common physical and logical topologies and their properties
	

	
	Identify and describe characteristics of common physical topologies
	

	
	Identify and describe characteristics of common logical topologies
	

	ITPA01.03.02
	Categorize LAN technology types and properties
	

	ITPA01.03.06
	Categorize WAN technology types and properties
	

	ITC10.04.01
	Identify wiring standards and the components of wiring distribution
	

	ITPA01.03.05
	Define common wiring terminology
	

	
	Differentiate between straight-through and cross-over cables
	

	
	Differentiate between 568A and 568B wiring standards
	


	
	C. Identify and describe the function of common network devices
	

	ITC10.04.01
	Understand how to identify, install, and configure common network devices
	

	ITPA01.03.01
	Identify common network devices
	

	
	Describe the characteristics of common network devices
	

	ITPA01.03.01
	Identify the functions of specialized and advanced network devices
	

	ITPA01.03.02
	Describe the function of specialized WAN devices
	

	
	Describe the function of specialized LAN devices
	

	ITPA01.03.02
	Describe the implementation of a basic wireless network
	

	
	Describe access point placement
	

	
	Describe wireless security implementation
	

	
	D. Identify and describe network management
	

	ITPA01.03.01
	Examine the OSI Model
	

	ITPA01.03.06
	Describe each layer of the OSI Model
	

	
	Describe the conceptual flow of data as it moves through each layer of the OSI Model
	

	ITPA01.03.06
	Identify types of configuration management documentation
	

	
	Diagram physical and logical networks
	

	
	Describe the importance of baselines, policies, and procedures
	

	ITPA01.06.05
	Describe methods of network monitoring
	

	
	Compare network monitoring utilities
	

	
	Describe the importance of monitoring logs
	

	
	Describe network performance optimization
	

	ITPA01.06.06
	Troubleshoot common physical and logical network problems
	

	
	Identify network troubleshooting methodology
	

	
	Apply the network troubleshooting steps in a given scenario
	

	
	Document the results of working through the network troubleshooting methodology
	

	ITPA01.03.09
	Describe the purpose of network operating systems
	

	
	Identify the general characteristics of network operating systems
	

	
	Differentiate between stand-alone, peer-to-peer, and client-server operating systems
	

	
	E. Utilize network tools and utilities
	

	
	Use the appropriate command line interface tool (CLI)
	

	
	Select the appropriate CLI utilities
	

	
	Demonstrate the appropriate use of CLI utilities to verify functionality
	


	ITC10.05.01
	Describe the purpose of network scanners
	

	ITC10.05.03
	Identify packet sniffers
	

	
	Describe appropriate intrusion detection and prevention software
	

	
	Describe the purpose of port scanners
	

	ITPA01.06.02
	Identify common network hardware tools
	

	
	Describe the function of network hardware tools
	

	
	Identify the appropriate hardware tools in a given scenario
	

	
	F. Describe the implementation of network security 
	

	ITPA01.03.08
	Explain the functions and features of hardware and software security devices
	

	
	Describe common features of a firewall
	

	
	Differentiate the types of firewalls
	

	
	Describe other security devices
	

	ITPA01.03.08
	Describe the methods of network access security
	

	
	Describe the types of filtering
	

	
	Describe tunneling and encryption
	

	
	Describe remote access methods
	

	ITPA01.03.08
	Describe methods of user authentication
	

	
	Identify various types of user authentication 
	

	
	Compare and contrast various types of user authentication
	

	ITC10.11.01
	Identify common security issues and threats
	

	
	Recognize physical security and access issues
	

	
	Compare and contrast secure methods vs. unsecure methods of remote access
	

	
	Identify security threats
	

	
	Recognize mitigation techniques
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